QUESTION 1
Is DES an onto function?  That is, is every possible 64-bit string the result of encrypting some other 64-bit string?  Why?

QUESTION 2
Why is it important that a one-time pad be used only once?
QUESTION 3
Message integrity allows a receiver to check whether a message sent is the one received. Why can’t it ensure that the message is sent unchanged?
QUESTION 4
 “A security system is as good as its cryptography”.  Discuss.
QUESTION 5
How important is the quality of the user interface when purchasing a security product?

QUESTION 6
Consider the following situation.  You are in charge of implementing the security for an organisation’s computing systems. You have a limited budget and know that perfect security is impossible anyway. What processes would you use to decide where best to spend the money you have available?

QUESTION 7
Your company has an ERP database for which the value is $2,000,000. The information contained within the database includes confidential customer information and marketing/R&D details.  Information within the database is not encrypted and the database is accessible within the company and through the internet.  The probability exists that a hacker will destroy 75% of a database occurs once every five years.
a) [2 marks] What are the SLE & ALE values for this specific event? 

b) [1 mark] What is the SAFE value for this specific event?

c) [1 mark] If there is a way to protect this database, how much should the company spend on protecting it year after year?

d) [2 marks] Assume a material threat has arisen that successfully exploits a vulnerability in this database. Describe which information security characteristics have been compromised.

